
 

How to Connect a Siretta Industrial Router to a VPN Tunnel
Using OpenVPN Protocol

General Description

An advantage of using a powerful industrial router is the ability to send and receive data
securely over an encrypted connection. This offers a user the ability to keep data secure
between two endpoints by allowing the connected equipment to send data across an encrypted
network connection securely without any changes to the configuration of the equipment using
well defined security protocols. This document explains how to connect the Siretta router family
to a server over an OpenVPN tunnel.

The Siretta range of Industrial Routers support the followings VPN protocols:

GRE
OpenVPN Client
L2TP/PPTP Client
IPSec

Before you start the process of establishing an OpenVPN connection between a Siretta router
and a server, please obtain the following details:

1. OpenVPN Server IP address
2. Certificate Authority, Client Certificate and Client Key

These details are available from your network administrator for your VPN server.

NOTE: If you do not have your VPN Server details to hand then you can obtain temporary test
details from the following link ‘http://www.vpngate.net/en/‘ to allow you to check the VPN
functionality of the router.

OpenVPN Server Details

The example shown below uses a set of temporary details, when opening this link on your web
browser you will be presented with the following:
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1) Check the OpenVPN box then click Refresh server list, OpenVPN server lists will appear as
shown below:

2) Select and click your choice of server from the list for the detailed configuration details
including the configuration files and keys.
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Configuration File

Once you have chosen a configuration file you can open the file in a text editor and you will be
presented with the following information:

############################################################################
###
# The HTTP/HTTPS proxy setting.
#
# Only if you have to use the Internet via a proxy, uncomment the below
# two lines and specify the proxy address and the port number.
# In the case of using proxy-authentication, refer the OpenVPN manual.

;http-proxy-retry
;http-proxy [proxy server] [proxy port]

############################################################################
###
# The encryption and authentication algorithm.
#
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# Default setting is good. Modify it as you prefer.
# When you specify an unsupported algorithm, the error will occur.
#
# The supported algorithms are as follows:
# cipher: [NULL-CIPHER] NULL AES-128-CBC AES-192-CBC AES-256-CBC BF-CBC
# CAST-CBC CAST5-CBC DES-CBC DES-EDE-CBC DES-EDE3-CBC DESX-CBC
# RC2-40-CBC RC2-64-CBC RC2-CBC
# auth: SHA SHA1 MD5 MD4 RMD160

cipher AES-128-CBC
auth SHA1

############################################################################
###
# Other parameters necessary to connect to the VPN Server.
#
# It is not recommended to modify it unless you have a particular need.

resolv-retry infinite
nobind
persist-key
persist-tun
client
verb 3
#auth-user-pass

############################################################################
###
# The certificate file of the destination VPN Server.
#
# The CA certificate file is embedded in the inline format.
# You can replace this CA contents if necessary.
# Please note that if the server certificate is not a self-signed, you have to
# specify the signer's root certificate (CA) here.
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-----END CERTIFICATE-----

############################################################################
###
# The client certificate file (dummy).
#
# In some implementations of OpenVPN Client software
# (for example: OpenVPN Client for iOS),
# a pair of client certificate and private key must be included on the
# configuration file due to the limitation of the client.
# So this sample configuration file has a dummy pair of client certificate
# and private key as follows.
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-----END CERTIFICATE-----

-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----

############################################################################
###

NOTE: The individual keys will be used later in the setup of the router.

Router VPN Configuration

1) Make sure your Router is connected to the internet. The 'Internet Status' information should
be similar to the image shown below:
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2) Select the VPN tunnel tab on the left hand pane of the Siretta router web interface. Then
select OpenVPN client tab and you will be presented with a number of options. On the 'Basic'
tab enter the Server Address, Port Number, Firewall, Authorization Mode and Authentication
options.

Click on save.
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3) Select the 'Advanced' tab then key in your required settings. An example is shown below:
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4) Select the keys tab below then enter the key details from your OpenVPN server configuration
file as shown in the OpenVPN server details.

5) Once you have entered the keys, click save

6) Click start now to initiate the OpenVPN server. The client will start running and you will be
connected to the OpenVPN server. You can check this by selecting the 'Status' tab:
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7) You can check the router's current routing table by selecting 'Basic Network' -> 'Routing' to
show the table below with tun11 indicating the connection through the VPN tunnel.
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8) The two diagrams below show TCP packets on the client PC connected to the network. The
first image (figure 1) shows the network connection without OpenVPN configured. The second
image (figure 2) shows the network connection with OpenVPN configured.

Figure 1 - Shows more data information without the VPN

Figure 2 - Shows less data information (Encrypted) with the VPN
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NOTE: The capture was performed using Wireshark which can be downloaded from
'https://www.wireshark.org/download.html'
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